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DEEPFAKES 

INTRODUCTION 

term initially had narrower connotations, appearing first in November 2017 as the name of a 
user on the American social discussion website Reddit. The user @deepfakes focused on the 
creation and dissemination of pornographic videos using deep learning to swap in the faces of 
female celebrities and created an online community with the same name that amassed thousands 
of followers on Reddit.1 This kind of content continued to spread in spite of the removal of the 
r/deepfakes forum and crackdowns on various other online communities in late 2017 and early 
2018. 2  A September 2019 report found that nonconsensual deepfake pornography still 
accounted for 96% of total deepfake videos online.3 

Deepfakes have become increasingly easy to 
produce as new tools, services, and forums for 
their creation and dissemination have 
proliferated. 5  The underlying technology can 
have beneficial applications, such as realistic 
dubbing to translate video footage into other 
languages or the creation of personalized 
synthetic voices for sufferers of motor 
neurone disease who will lose the ability to 
speak. 6  However, deepfakes can also be 
misused. Aside from the creation of 
nonconsensual pornography, they have already 
been deployed to commit fraud and influence 
politics.7 The perceived risks of the technology 
have prompted the development of detection 
tools and the passing of legislation in both 
China and the United States. 

 Deepfakes are just one potential option for malicious actors seeking to seed disinformation 
-called cheap fake media, 

for instance through presenting content out of context or editing it using widely available tools, 
is frequently chosen to save time and money.8 Cheap fakes are often harder to detect through 
technical means than deepfakes, but some of the proposed strategies for mitigating the harm 
they might cause, such as labeling and user education, are common to both. 

HOW ARE DEEPFAKES MADE? 

While deepfakes can be made with a variety of 
deep-learning techniques, many are created 
using generative adversarial networks (GANs). 
These pair a generative network, which 
produces synthetic data, with a discriminative 
network, which predicts whether or not the 
data belongs to the original training dataset. 
Through a process of adversarial training, the 
generator improves at creating synthetic data 
and the discriminator improves at detecting 
fakes produced by the generator. 4 
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As deepfake creation continues to get easier, it is important for Chinese and US actors to engage 

mistaken belief in a deepfake to cause the outbreak of conflict, and there is potential for both to 
gain from cooperation as they seek to build up their defenses.  

 

THE UNITED STATES 

In the United States, government, private sector, and civil society stakeholders are responding in 
various ways to the challenges posed by deepfakes.  

Policymakers are concerned about the security risks presented by deepfakes. In June 2019, 

DEEPFAKES HAVE SPARKED CONCERN FROM STAKEHOLDERS ACROSS THE WORLD 

Examples from Gabon and Malaysia where videos of political figures were purported (without 
evidence) to be fabricated have shown that the mere possibility of highly realistic deepfake videos is 
making it harder to discern between fact and fiction and can serve to exacerbate mistrust in 
institutions.9 

 
One of the first confirmed uses of deepfakes in an election came in India in February 2020, when 
fabricated videos of the Bharatiya Janata Party (BJP) Delhi president speaking English and a Hindi 
dialect spoken by target voters were released ahead of the Delhi Assembly poll. While the co-
director of social media and IT for BJP Delhi initially said that deepfake technology had helped 

ondemned the use of the technology in the 
wake of criticism, claiming it had been deployed without its consent by a third-party agency.10  

The EU and UK governments are among those that are taking steps to address risks from 
deepfakes. For the former, the response to the phenomenon is part of a holistic strategy to 
understand and respond to the threats posed by disinformation, driven in part by concerns about 
Russian-led campaigns. Raising awareness among users of the most recent technologies, such as 

11 The 
-stakeholder approach, which includes a Code of Practice to mobilize the private sector, 

makes it an emerging leader in the fight against disinformation. Meanwhile, the UK government has 
commissioned a review of the laws around nonconsensual sexual images to ensure they take 
account of emerging trends including deepfakes.12  
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Foreign Policy Research Institute, said that he suspected Russia wou

adversaries.13 

It was therefore not surprising that legislation mandating reporting on the foreign weaponization of 
deepfakes, with specific reference to China and Russia, was the first deepfake-related legislation to 
be passed at the national level in December 2019, as part of the National Defense Authorization Act 
(NDAA) for fiscal year (FY) 2020.14 In addition, the act requires the government to notify Congress 
of foreign deepfake-disinformation activities targeting US elections and establishes a competition to 
encourage deepfake detection R&D. Aside from this, the Defense Advanced Research Projects 
Agency (DARPA) is driving the development of detection technologies through its Media Forensics 
(MediFor) and Semantic Forensics (SemaFor) projects.15 Nine other bills addressing deepfakes were 
introduced in Congress in 2019, none of which has yet passed.16 One of the most controversial was 
the DEEPFAKES Accountability Act, which would require deepfakes to include a digital watermark 
and disclosure of the extent of its alteration and would give victims the right to sue the creators in 
the case of noncompliance.  

A nonprofit digital rights group, the Electronic Frontier Foundation, has argued that malicious 
actors would just not comply, particularly if outside the United States and that imposing penalties 
without demonstrating harm caused could violate the First Amendment. 17  A few states have 
introduced or amended narrower legislation banning the use of deepfakes in elections and 
nonconsensual pornography.18 

 

Social media and content platforms have a large role to play in developing technologies and policies 
to limit the spread of deepfakes and other manipulated media. Facebook and Google have 
contributed data of synthetic media to deepfake detection. 19 The AI Foundation, working with 
Google, Twitter, and others, developed Reality Defender 2020, an online portal allowing journalists 
and campaigns to submit potential fake content and receive a report verifying whether content is 
fake, manipulated, or original.20 As Tim Hwang has pointed out, platforms will likely be able to 
detect commodified deepfakes made using open-source or low-cost tools, as deepfakes created by 
such tools will be used to train detection algorithms.21 However, platforms should also guard against 
the risk of cheap fakes, which as alluded to above use less sophisticated technology but could pose 
an even greater risk due to their relative ease of production and the relative difficulty of automated 
detection. Most major platforms, including TikTok, YouTube, and Twitter, remove misleading 
manipulated content likely to cause harm, irrespective of the means used for manipulation. 22 

likely to impact public safety or 
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cause serious harm but is d, only 
bans misleading videos produced by artificial intelligence.23 Against this backdrop of inconsistent 
rules, Hany Farid, PhD (University of California, Berkeley) and Hans-Jakob Schindler, PhD (Senior 
Director, Counter Extremism Project) have called fo

24 

 

Concerns about the potential impact of deepfakes on democratic institutions have motivated several 
nonprofit and media organizations to contribute to identifying solutions. The AI and Media Integrity 
Steering Committee of Partnership on AI (PAI), consisting of representatives from nine member 
organizations spanning civil society, media, and technology, steered a Deepfake Detection Challenge 
launched initially by Facebook.25  

Efforts toward raising awareness include a partnership between PAI and First Draft, a nonprofit 
tackling disinformation globally, on a research fellowship investigating media manipulation labels.26 
Meanwhile the Washington Post has created a taxonomy to cultivate a shared language for labeling 
manipulated video, and the University of Washington, USA Today, Sensity, and Microsoft have 

27  The quiz aims to increase media literacy and 
awareness about synthetic media in the lead-up to the US election in November 2020.  

In summary, the landscape in the United States combines top-down and bottom-up approaches, 
both technical and nontechnical, from a range of stakeholders.  

CHINA  

In China, the response to deepfakes has been driven to a larger extent by national legislation. 

I -known actors, Yang Mi, into 
a 1994 Hong Kong television drama attracted an estimated 240 million views before it was 
removed. It sparked negative reactions from some about infringement of rights to privacy and 
image and the risks of the technology being used to create illegal or harmful videos.28 Then, after 
the release of the face-swapping app Zao on August 30, 2019, substantial backlash came from 
netizens about 

measures including revising its terms, and Zao swiftly removed the offending clause and issued 
an apology to users.29 Since the scandal, users have not been able to save, share, or screenshot 
their deepfakes, effectively destroying the utility of the app.  
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In November 2019, the Cyberspace Administration of China (CAC) introduced regulations 
requiring publishers to label false audiovisual material made using new technologies including 
deep learning and virtual reality. In effect from January 1, 2020, the regulations also require 
providers to promptly stop transmission of any such content found to be unlabeled. 30 
Commentary by the think tank of the Ministry of Industry and Information Technology said 
that the prompt issuing of the regulations was a response to problems caused by deepfakes, 
giving two examples. The first included the issues of personal data protection and infringement 
on intellectual property rights and image rights caused by Zao. 31  The second was the 
dissemination of a deepfake about Donald Trump in April 2018 that had put countries on the 
alert; the video referred had Barack Obama using the voice of director and actor Jordan Peele to 

-- 32  

 
Further legislative efforts against deepfakes came in December 2019, when CAC issued 

addressing illegal and negative information. Taking effect in March 2020, the provisions 
confirmed that technological applications such as deep learning or virtual reality must not be 
used to engage in activities prohibited by laws and regulations.33 

While publicly available information suggests that Chinese technology companies have mostly 
been less active than their American counterparts in advancing the development and 
dissemination of deepfake detection technology, it seems reasonable to assume that the leading 
online platforms are implementing algorithmic detection techniques internally to ensure their 
compliance with aforementioned regulations. Internet giant Tencent has gone a step further, 

offering businesses a product called Anti-Deepfake ( ) via Tencent Cloud.34 It claims 

that the recognition accuracy for AI face-swapping attacks is more than 99%, though it seems 
unlikely that such a high accuracy rate was achieved against real-world, challenging, and 
unforeseen examples.35  

On the other hand, Tencent has tried to rebrand the technology as deep synthesis, arguing that 
36 

The company has argued for a measured approach to deep synthesis, citing in its AI white paper 

entertainment, e-
these fields. It wrote, Deep synthesis technology will n
a threat to the world order. In facing the challenges of new technologies, the government and 
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regulators should be prudent to avoid hindering applications of deep synthesis technology that 
are beneficial and innov 37 

ANALYSIS 

 

In both the United States and China, it is clear that there is strong pressure on online platforms 
to prevent the spread of unlabeled deepfakes, though the sources of the pressure differ. In 
China, companies are responding to top-down legislation applicable across audiovisual service 
providers. In the United States, platforms are reacting to pressure from the media and 
policymakers but without federal rules to which they need to conform. As such, the policies of 
different services diverge with respect to the broad category of manipulated media, of which 
deepfakes are just one part. Efforts to reach consensus on national legislation governing 

et caught up in the same challenges as wider, long-running 
debates over reforms to broad liability immunity for platforms.38 But it is possible that self-
regulation could lead platforms in the United States to converge toward labeling deepfakes, just 
as Chinese platforms have been forced to do. 

A notable difference relates to the extent to which government responses are focused on 
domestic versus foreign-
the role of the homebred Zao app in sparking concerns about deepfakes help explain why the 

government has not singled out foreign-created deepfakes in its approach. On the 
other hand, the relatively open Internet infrastructure in the United States makes 
it more vulnerable to outside influences, as evidenced by cases of Russian 
disinformation in the lead-up to the 2016 election. This helps explain the focus 
on foreign use of deepfakes in the NDAA for FY 2020.  

The prospects for collaboration between the United States and China on 
deepfakes  On the one hand, the requirement for the 
US intelligence services to report on Chinese developments in deepfake 
technology is symptomatic of deep mistrust and will discourage cooperation. 
There may be concerns about cooperating on deepfake detection research, as 
awareness of detection techniques can help agents of disinformation more easily 
evade them.  

  

On the other hand, both parties are clearly concerned about deepfakes. Huang Yongfu, senior 
fellow at the International Cooperatio
Commission, noted in an editorial for China Global Television Network (CGTN) that the 
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security and privacy risks posed by the Russian face-swapping application FaceApp. He wrote, 
The threats posed by Deepfakes as well as other cyber crimes, involving Trojans, botnets and 

intellectual property theft, have highlighted the urgent need for international cyberspace 
coopera 39 One country building 
up defenses against deepfakes on its own may have limited effectiveness if another, less 
prepared government takes military action on the basis of a deepfake created by actors with an 
interest in promoting conflict. An illustrative example provided by Farid is the possibility of a 
fake video of Trump saying that he has launched nuclear weapons against North Korea causing 

- 40  

Encouragingly, there is clear interest in both the Chinese and US research communities in 
technical detection method with five out of the top ten teams in Facebook s Deepfake 
Detection Challenge appearing to have a connection with China. 41  There have also been 
examples of researchers from Chinese and US institutions collaborating to support detection 
efforts. The University of Chinese Academy of Sciences and the State University of New York 
worked together to produce a deepfake video dataset improving on preexisting datasets 
suffering from low visual quality and lacking resemblance to deepfakes circulated on the 
Internet.42 

CONCLUSION 

Harnessing this interest and the impressive AI talent in both countries to foster academic 
collaborations focused on authentication and/or deepfake detection techniques could have 
positive-sum benefits for both countries and for the world.43 Even if security concerns mean 
that some of the most advanced detection models 
are developed separately in the United States and 
China, supported and deployed by their respective 
defense communities, there is still potential for 
collaboration between researchers on lower-stakes 
models to help companies and/or individuals 
identify the most common types of deepfakes. In 
addition, the research communities could 
cooperate on common standards for reporting 
progress in generative models. The idea of developing common standards has been suggested by 
Tim Hwang as a way of supporting better capabilities tracking.44 If this were to be done by a 
mixed group of Chinese and US researchers, potentially convened by IEEE or organizations 
such as the Association for the Advancement of Artificial Intelligence and the Beijing Academy 
of AI, it could help increase adoption and build trust between actors from the different 
countries.  

WITH NO COUNTRY IMMUNE FROM THE 

THREAT OF DEEPFAKES, COLLABORATION 

IN THESE AREAS COULD HELP 

ACCELERATE TECHNICAL AND 

GOVERNANCE SOLUTIONS AND BREAK 

AWAY FROM THE ZERO-SUM FRAMING 

OF AI DEVELOPMENT. 
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Another potential avenue for collaboration, which would need a higher degree of buy-in from 
both governments, is building a shared glossary of cyber terminology including terms relating to 
information operations and deepfakes.45 This could provide a foundation for bilateral dialogue, 
including discussions to achieve common recognition of different kinds of synthetic media and 

-
a possible model in this regard.46 After building trust and mutual understanding through such 
projects, future diplomatic engagement will likely need to address the difficult challenge of 
identifying and punishing perpetrators in the case of transnational deployment of deepfakes. 
This is an issue common to cyber offenses more broadly.  

With no country immune from the threat of deepfakes, collaboration in these areas could help 
accelerate technical and governance solutions and break away from the zero-sum framing of AI 
development. 

 

o The perceived risks of deepfakes have prompted the passing of government 
legislation and the development of platform moderation policies and detection 
tools in the United States and China. The research communities in both countries 
display a clear interest in technical detection methods, with some evidence of 
collaboration between them. 
 

o There are important differences in th
response to deepfakes and in where the origin of the threat is perceived to be. In 
the United States, the only federal legislation relates specifically to the use of deepfakes 
by foreign actors, while self-regulation efforts from platforms and awareness-raising 
work from nonprofits and media organizations are also playing an important role. In 
China, the approach is more top-down, driven by broad legislation passed in response to 
public concerns about a domestic deepfake-creation app.  
 

o Despite challenges, there are viable avenues for US-China collaboration on 
reducing risks from deepfakes. The legislative requirement for the US intelligence 
services to report on Chinese developments in deepfake technology is symptomatic of 
deep mistrust, and there may be concerns about cooperating on detection techniques 
potentially reducing their effectiveness. However, ideas such as the joint development of 
reporting standards for generative models and a shared glossary covering deepfake 
terminology could build common understanding and a foundation for deeper 
engagement on this issue. 
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Technology and policy related to this topic are constantly evolving. If you think we have missed something or have a 
comment, please contact Heather Evans (hevans@asiasociety.org). 

 

The Asia Society Northern California Center and the Asia Society take no institutional position on matters 

of public policy and other issues addressed in the reports and publications they sponsor. All statements of 

fact and expressions of opinion contained in this paper are the sole responsibility of its author and may 

not reflect the views of the organization and its board, staff, and supporters. 
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